I What is a Board Certified PSP?

The Physical Security Professional designation is a specialty
certification awarded to security practitioners who have demonstrated
in-depth knowledge and experience in threat assessment and risk
analysis; integrated physical security systems; and the appropriate
identification, implementation, and ongoing evaluation of security
measures.

The PSP credential allows practitioners to demonstrate expertise in
conducting physical security surveys to identify vulnerabilities and
performing cost analysis for the selection of integrated physical security
measures. The PSP officially recognizes specialized knowledge in
systems design, procurement, final acceptance testing, and
implementation procedures.

Currently 8 PSP’s in Indiana.
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Does Facilities Have A Lighting Direction?
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Framing Our Discussion On Lighting Categories

u Task Lighting — Specific application for
13
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Pictures tskea by Prescrter af the Smithsonian Science Maseum
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Each color stimulates us in a different way. -
Depending on their intensity and their
color temperature, colors can induce
specific feelings.

24 Colors in the red area of the color spectrum are known as warm colors and include red, orange and
yellow. These warm colors evoke emotions ranging from feelings of warmth and confort to
. feelings of anger and hostility

Green is the most reassuring color and can range from being withdrawn or can create a feeling of
stability— however only when used in soft tones.

Colors on the blue side of the spectrum are known as coal colors and include blue, purple and
green. These colors are often described as calm, but can also call to mind feelings of sadness or
indifference,
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’ Video Forensics [ Specitications Matter

Pictares taken by Presemer Images taken by Presecter

|4:1 Ratio Reduces Hot Spots — Provides i Light Trespass Minimized
Better Evenness of Illumination
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Information from the ASIS Protection of Assets Chapter 6, page 171 Picteres taken by Prescoser




t Photometric For A Parking Lot Under l Foliage Will Influence LRV
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| Existing Lighting Conditions? | Real Life - Night Survey
A Few Tools of the Trade.

Light readings

Weather Report
Distance Wheel
Compass or GPS
AutaCAD drawings
Compass —mechanical
Scale Master
Specialized software
Experience (s)
Product cut sheet (s}

Pictures taben by Preseater Pictures tabea by Preseater, chart amd westhes eformmation courtesy of Google search



| Night Survey More Night Survey Lighting Examples

| Hot Spots Empact of Glare
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! Impact of Backlight [ Choice

Lighting does not stop criminal activity but provides choices to predator
and victim.
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I Thermal Cameras

Invisible Radiant Energy
Infrared (IR)

| ffect of White Light

Thermal Cameras operate in the 8—15 pm range And the influence on both natural and technology surveillance
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ISO Is There A Difference Between IR?

More detail’ 5 : 5
Greater Distance

Maotion Blur.
Focus Shift

l Types of Illumination

- Incandescent

: Metal
- Bulb

Halide
Bulb

&

LD or High Intensity Discharge

| LED

Fluorescent g
: 53

LPS or HPS
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| Etfect of IR Lighting With CCTV

For an interesting view af what a spiders web tooks like from the vantage point of the camera:
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[ Incandescent Bulbs

® tncandascernt ()
~ASHITE, somatimes warm WHITE

Incandescent Bulbs

s Low cost

u 10% efficient — 90% heat

s Require regular replacement
u Good color rendition

Drawbacks
» Expensive fo operate
a Expensive to maintain
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[ Fluorescent

# Fluosescent (FL)
—~\WVHITE

Fluorescent Lamps
m 40% efficient — 60% heat

a Lasts 10-20 times longer than normal
incandescent bulbs

w Good color rendition

Drawbacks
= Produces a “flicker”
w Contains mercury

Images from Goagle search
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HID Lamps — Mercury Vapor
s 60-80% efficient — 20-40% heat
a Poor color rendition

Drawbacks
a Slow start up

Note: Indiana House Bill 1839 section 10, makes this type of fixture
itlegal in the State of Indiana fmages from Google seasch

[Fluorescent = Movement to Cameras
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t Metal Halide

® tatal Halide {(1iH) g
—~SOMEWHAT Huestite

Halogen Bulb

u Halogen 15% efficient — 85%
heat

s Require regular replacement

u Good color rendition

Drawbacks
e Expensive fo operate
= Expensive to maintain
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t Low and High Pressure Sodium

s Lo Fressure Sodium (LPS)
~VERY yeliowlorange

® Hgh Pressure Sodwm (HPS)
—SOMEWHAT yetoworange

st

HID Lamps — L.PS or HP

s 60-80% efficient — 20-40%
heat

u Poor color rendition

Drawbacks
a Slow start up
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As Technology Develops, the lighting future is on the
horzon

* LED
—SOMEWHAT bluetvhite

~ u 80-90% efficient — 10-20% heat

. ® Extremely low running costs

- Extremely long life

| = Durable and insensitive fo vibration
e Uniform illumination

s Global shift in lighting from
= Incandescent bulbs to LEDs
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| Wondering What The Impact Is?

Pictures tiken by Preserter

| A Detour — Away From Just Lighting
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Function One - Deterrent l Less Vandalism. ..

s Function 1, It can act as a deterrent to criminal activity

Images from Google search Pictere taken 268 creatad by Presesver

lFunction Two

= Function 2, It provides life-safety functions (footing/illuminated paths
and walkways)
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l Improve VlSlbﬂlty For: (Function Thtee
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e Function 3, Lighting areas for subsystems (CCTV)

=% DBetter Footing

Reduce Slips |

| | Reduce Tips ,
irz b .
L . Reduce Falls '
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| Landscaping should be less than 30” in | What Do You See?
height and Tree Limbs higher than 7°6”
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I What Do You See? What Do You See?

Pictures taken by Presezser Pictores tahes by Presemer

| What Do You See? Landscaping and Parking Areas
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l Landscaping and Entry Points
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[ Pixels Per Foot On Target

Recognition

i Observation

| Strong Identification
| “#1dentification

Parameters:
InstaRlation Height Distance from Camera; Sensor
Format; Aspecs Ratio; Focal Length; Resolution;
Anghe of Attack
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Detection
#3 Monitoring
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l Which Camera Is Right For My

| Which Camera Is Right For My
Application Application
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3MP @ 30°
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3MP @ 25’
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rDeveloping A Culture Of Vigilance

something”

3MP @ 15
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I Conclusion

Thank You For Your Time

Chuck McCormick, PSP, CAHSO

ESCO Communications
chuck.mecormick(@escocommunications.com
317-532-1235
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